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Overview	  of	  PacCERT	  

•  Vision	  -‐	  Make	  the	  Pacific	  Island	  Countries	  safer	  in	  the	  global	  
Internet	  Community	  

•  Mission	  -‐	  To	  facilitate,	  coordinate	  and	  monitor	  acGviGes	  
related	  to	  cyber	  security	  and	  safety,	  and	  to	  securely	  provide	  
fast	  and	  effecGve	  response	  to	  cyber	  security	  and	  threats	  

•  Officially	  started	  in	  June	  2012	  
•  2	  staffs	  (Manager	  and	  Technical	  person)	  
•  Pacific	  CSIRT	  
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Overview	  (cont)	  
•  ConsLtuents	  -‐	  	  22	  Pacific	  Island	  countries	  
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Of%ice	  Space	  
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Services	  
Two	  core	  services	  that	  we	  now	  provide:	  

•  Incident	  Handling	  

•  Malware	  analysis	  
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Statistics	  	  	  
•  To	  date	  (cases	  being	  reported	  to	  PacCERT)	  
•  1	  –	  web	  defacement/redirecLon	  
•  1	  –	  	  malware(s)	  hosted	  on	  machine(s)	  
•  6	  –	  	  phishing	  emails	  

•  Report	  incidents	  to:	  	  incident@paccert.org	  
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Tsubame	  
•  Packet	  monitoring	  system	  to	  observe	  suspicious	  scanning	  
acLviLes	  in	  the	  Asia	  Pacific	  region	  –	  headed	  by	  JPCERT/CC	  

•  Sensors	  collect	  IPv4	  ,	  TCP,	  	  UDP	  and	  ICMPv4	  Headers	  only	  

•  Currently	  1	  sensor	  installed	  on	  PacCERT’s	  live	  network	  

•  Need	  more	  sensors	  to	  be	  installed	  within	  the	  region	  
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Tsubame	  (cont)	  
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Tsubame	  (cont)	  
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Thank	  you	  
	  	  	  h`p://www.paccert.org	  
	  


