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Internet 101
How secure are you?

Warren Finch

https://wiki.apnictraining.net/20201201-pacnog

https://wiki.apnictraining.net/20201201-pacnog
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Attack Trends

https://threatmap.checkpoint.com
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Attack Trends

https://www.imperva.com/cyber-threat-attack-map/
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Internet usage

https://www.internetworldstats.com/stats6.htm
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Internet usage

• How do you use the internet?

• What information do you 

share?

• What information do you look 

at?

• What information do you 

search for?

• Do you use it for banking?

https://www.researchgate.net/publication/316449708_A_survey_on_internet_usage_and_cybersecurity_awareness_in_students
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Internet usage

• How do you use the internet?

• What information do you 

share?

• What information do you look 

at?

• What information do you 

search for?

• Do you use it for banking?

https://www.abs.gov.au/statistics/industry/technology-and-innovation/household-use-information-technology/latest-release
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Which Device

• What devices do you use?

https://www.abs.gov.au/statistics/industry/technology-and-innovation/household-use-information-technology/latest-release
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https://www.sans.org/security-awareness-training/resources/posters/you-are-target
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Phishing kits

https://isc.sans.edu/forums/diary/Phishing+kits+as+far+as+the+eye+can+see/26660/
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How much is your data worth?

https://privacyaustralia.net/dark-web-personal-data/
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What data are you leaking?

• Operating system

• Browser details

• Hardware details

• Location information

• Passwords

• Auto-fill information
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What data are you leaking?

• Every time your visit a web page, you leave a trace.

• Demo websites:

– https://webkay.robinlinus.com

– https://clickclickclick.click/

– https://browserleaks.com

– https://browserleaks.com/social

– http://www.deviceinfo.me/

– https://www.ghacks.net/2015/12/28/the-ultimate-online-privacy-test-resource-list/

https://webkay.robinlinus.com/
https://clickclickclick.click/
https://browserleaks.com/
https://browserleaks.com/social
http://www.deviceinfo.me/
https://www.ghacks.net/2015/12/28/the-ultimate-online-privacy-test-resource-list/
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What do you search?

• Every time you search, you leave a trace.

• https://trends.google.com.au/trends/explore?geo=FJ

https://trends.google.com.au/trends/explore?geo=FJ
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Are you being tracked?

• Browser fingerprinting

• Tracking ads

• Do not track option

https://panopticlick.eff.org

https://coveryourtracks.eff.org
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What websites you visit?

• What happens when you visit a 

website? 

• You may get more than you 

think?

• How are these sites 

connected?

– https://academy.apnic.net

– https://nog.bt/

– https://kuenselonline.com/

https://addons.mozilla.org/en-US/firefox/addon/lightbeam-3-0/

https://academy.apnic.net/
https://nog.bt/
https://kuenselonline.com/
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Passwords

• Do you save passwords in the web browser?

https://freedom-to-tinker.com/2017/12/27/no-boundaries-for-user-identities-web-trackers-exploit-browser-login-managers/
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Passwords

• Do you save passwords in the web browser?

https://senglehardt.com/demo/no_boundaries/loginmanager/

https://www.nirsoft.net/utils/web_browser_password.html

https://senglehardt.com/demo/no_boundaries/loginmanager/
https://www.nirsoft.net/utils/web_browser_password.html
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Uploading photos

https://mango.pdf.zone/finding-former-australian-prime-minister-tony-abbotts-passport-number-on-instagram
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Social media and other apps

https://www.welivesecurity.com/2020/10/09/so-you-thought-your-personal-data-was-deleted-not-so-fast/



20 v1.2

Social media and other apps

https://www.welivesecurity.com/2020/10/09/so-you-thought-your-personal-data-was-deleted-not-so-fast/
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Credentials and personal info

• Do you use the:

– same email address to login for multiple sites?

– same password?

– same personal information?

– auto-fill option in browsers?

– Facebook or Google Single Sign-On

– multi-factor or two-factor authentication

• If a site asks for personal information, do you think why?

• What other information is being gathered?
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Think before you click

• Everything online is tracked

• Everything online is logged

• Your personal information is worth something $$$$

• Your digital habits/behaviour impacts this worth

• Your friends and online contacts share your personal information
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Strategies

• At a minimum:
– Setup ad blocker

– Enable do not track

– Use some sort of end point protection

– Use privacy mode for sensitive pages eg banking sites

– Use email aliases (eg Gmail pacnog+apnictalk@gmail.com)

• Which device?

• Which browser?

• What plugins?

• What search engine?

• Uninstall unused apps, plugins or software
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Strategies

https://amiunique.org/tools/
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Strategies

https://osintframework.com
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