
MANRS Observatory 101

                  Naveen Lakshman
 naveen.k.ipv6(at)gmail.com

1

    Kunal Krishnil Raj
    kunalkrishnilraj(at)gmail.com



Why join MANRS?
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Implementing MANRS Actions
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• Signals an organization’s security-forward posture and can eliminate SLA 
violations that reduce profitability or cost customer relationships.

• Reduces routing incidents, helping networks readily identify and address 
problems with customers or peers.

• Improves network’s operations by establishing better and cleaner peering 
communication pathways, while also providing granular insight for 
troubleshooting

• Addresses many concerns of security-focused enterprises and other customers.



Everyone Benefits
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• Joining MANRS means joining a community of security-minded organizations 
committed to making the global routing infrastructure more robust and secure

• Consistent MANRS adoption yields steady improvement, but we need more 
networks to implement the actions and more customers to demand routing 
security best practices.

• The more networks apply MANRS actions, the fewer incidents there will be, and 
the less damage they can do.



MANRS is an important step
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Security is a process, not a state. MANRS 
provides a structure and a consistent 
approach to solving security issues facing 
the Internet.

MANRS is the minimum a network should 
consider, with low risk and cost-effective 
actions. 

MANRS is not a one-stop solution to all the 
Internet’s routing woes, but it is an 
important step toward a globally robust 
and secure routing infrastructure.



MANRS Participants (~ 2 Dec 2021) 
● 615 Network Operators 

https://www.manrs.org/isps/participants/

● 98 Internet eXchange Points (IXP)
https://www.manrs.org/ixps/ixp-participants/

● 18 CDN and Cloud Providers
           https://www.manrs.org/cdn-cloud-providers/participants/

Asia Pacific: ..
● Operators: BdREN, Fiber@Home, Telstra, APAN, Wide, Subisu

● IXP: Equinix My, SG, BKNIX, Kolkata IX
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https://www.manrs.org/isps/participants/
https://www.manrs.org/ixps/ixp-participants/
https://www.manrs.org/cdn-cloud-providers/participants/


MANRS - CDN and Cloud Participants
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https://www.manrs.org/cdn-cloud-providers/participants/



Join Us
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Visit https://www.manrs.org 

• Fill out the sign up form with as much 
detail as possible.

• We may ask questions and run tests

Get Involved in the Community

• Members support the initiative and 
implement the actions in their own 
networks

• Members maintain and improve the 
document and promote MANRS 
objectives

     https://www.manrs.org/join/

https://www.manrs.org/
https://www.manrs.org/join/


MANRS Network Operator registration steps
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Action 1: Filtering
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Action 2: Anti-Spoofing
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Action 3: Global Coordination
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Action 4: Global Validation (IRR/RPKI) 

13



MANRS Implementation Guide
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If you’re not ready to join yet, implementation 

guidance is available to help you.

• Based on Best Current Operational Practices 

deployed by network operators, IXPs, CDNs 

and Cloud providers around the world

https://www.manrs.org/isps/bcop/

https://www.manrs.org/ixps/

https://www.manrs.org/cdn-cloud-providers

https://www.manrs.org/isps/bcop/
https://www.manrs.org/ixps/
https://www.manrs.org/cdn-cloud-providers/


MANRS Observatory | Data Access
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● Current access policy: Public will be able to view Overall, Regional and Economy 

aggregated data 

● Only MANRS Participants will have access to detailed data about their network

(Partner account required for accessing more detailed data).



16    https://observatory.manrs.org/ Global View

https://observatory.manrs.org/
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18    https://observatory.manrs.org/ Fiji ~ MANRS Readiness 

https://observatory.manrs.org/


MANRS Readiness
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21    https://observatory.manrs.org/ A victim of a recent routing incident

https://observatory.manrs.org/
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MANRS Participant Logo
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MANRS Hands on Lab (ISOC Hosted)
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MANRS Lab Modules
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Lab guide is based on https://www.manrs.org/isps/bcop/

Tutorial is a mix of lectures and hands-on lab sessions to deploy MANRS actions based 
on best current operational practices. Lab runs on dual-stack infrastructure.

MANRS Actions Agenda (Lab ~ Cisco IOS)

● Anti-Spoofing (uRPF)

○ BCP38/uRPF Strict Mode

● Filtering (Preventing propagation of incorrect routing information)

○ Specific-prefix outbound filtering of your network to peers and upstreams/transits.

○ Specific-prefix inbound filtering from customers.

○ Specific-prefix Inbound filtering of peers and upstreams to your network.

https://www.manrs.org/isps/bcop/


#Protect the Core

LEARN MORE: https://www.manrs.org

 https://www.manrs.org/join/
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https://www.manrs.org

