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+ Overcome Challenges
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* About myself

+¢* Share Lesson Learned GO
% Give Back to Community (((@))
% TPL Green
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s*Background

** Motivations
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32 1.0 History 'f/(

Fixed and Wireless Broadband (2001 onwards)
* Dlal up

Fixed and Mobile WiMAX (Alvar ton)

ADSL (Ericson's and Current vendor)

* bslL

* P-T-P WAN

* PPPOE/DHCP Cellular Ddata (~2010)

* VDSL * 2.5

* Future GPON * 34 "
¢« ~2014 4& ( )))
* 44+ Now ((®
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32 2.0 Motivation

* No capex (Internal) and Uplink Pve Ready
* ISP Fix Deployments
* Just Turn it ON so other would follow

* qovernment Minlstry and Bnterprises
e Small Business
e ndividual
* Equipment >10 Yr.'’s

* Oxgedd EBther TYpe PV6E

* IPVe Routing Ready

Jjust Turn it on 11!
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32 Motivation ”C

* [Pv4 Exhaustion and no NAT
s ~2016 TPL Swmart Me’cer (Business case) -Tunnelling

* (0T g
owp@ & 5

* oLOWPAN 'dse 2Nire K =
» Spec for Low Power Wireless Mesh Network
* Each Node has its own Global 1Pve Address
* This meawns direct access to Internet
* Adopt by all sort of smart meter

am pretty sure all Smart Meter in Tonga use this standard. And wost Likely anywhere in the
world because 1Pve Stmplify and twmprove things.

2> No NAT and No Tunnelling, Just Pure Routing definitely result in better Performance,
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32 Motivation fl(

Performance

* Subscriber
* End User Experience Ls always vmportant but Networke Operator Decldes.
* Telecom
* (SP
* Ewnterprise
* Company or Organizations
The Network Operator will have the Last say, cos tts business at the end of the Day.

Choosing to roll out 1Pve now the right thing to do.

No NAT, No Tunnelling ,Just pure Routing GO
“Btw end user don't care so Your call as an opemtov((( )))
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32 Motivation (’:C

Performance
* (nternet Service Paul SAAB ipv6 - Google Search 2015 IPv6 World Congress

US Mobile Performance - Dual Stack Provider Android

. + Android 4/5
X + Galaxy Sson LTE only

« No Instrumentation of the client
i + Examining Client Last Byte Time

Percentile

% « Timeit takes for the device to read the
response 55 A .
Read all the data for a newsfeed . + iPhone6

2 wl f +  Clientinstrumentation
i + NoA/Btesting

GO

, . | + Mobile Proxygen
ol i AN ST CAOgen ol - Examining Total Request Time
i « Similarto Client Last Byte Time

Total Request Time IN THE PACIFIC
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32 C
pVve @ TCC
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32 ipve@TCe €

How, When, Where and What TCC do with IPVE ?

* Capable Team and Good Leadership
* Previous Englneers
*  Management Support

~2008 - 2009 single /32 from APNIC , APT Training in Malaysia.

* Proof of Concept over satellite IPVe over IPv4 Tunnels
~2012 Upgrade MPLS Network

* 2013 International Cable Connected
* Loopback and P-T-P pual Stack on MPLS Network and that's it,

Because
* IPVe @ CPE rarely Support
* Customer Lack the Bxpertise to setup and Manage

* Customer No reason or Lack of Motivation GO
* TCC has lots of Pv4 Resource (((@))
e @

IN THE PACIFIC
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32 pve@TCe

Fast forward to 2019
Because
* IPV6 @ CPE greatly sSupport (No longer True)
* Custower lack the Expertise to setup and Manage
* Customer No reason or Lack of Motivation
* TCC has lots of 1Pv4 Resource

So wlm(.j we dectde to do IPve now !

cContinue without IPve Ls ODStLg 11

* NAT/CGNAT
* TCP Resource Utllizatlon

* You can have enough I1Pv4 Resource, but these will not keep up to that.

For Mobile Cellular Data
* 2020 we upgrade our NAT ~F0R USP
* 2022 we wneed to upgrade once again. ~140R USPH
> Its an Operator call now.,
* No NAT
*  More Birect Path
* twmprove performance and Efficlency between SG and nternet qw
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32 mpve@TCe €

How we do it @ TCC
MPLS Core
* Lop only support ipv4 at the thme
* Sowehave to use &6VPE
* MPLS VPN IPV6 trafflc over [Pv4 MPLS Core.

Fixed Broadband ~ 2019 after APNIC 46

Edge Network
* BRAS /BNG Fixed
* Dual stack over MPLS VPN
Access Network
* MSAN § LAN switches rendily support OXEeDD (Pve L2 Frame TYpe

GO
cpE (@)
* Al vendors CPE support Dual Stack - just enable it on WAN config

GAPNIC YARNS %CC =
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32 mpve@TCe €

Fixed Broadband @2019

Nbo CAPEX require at all.

what we constder from an ISP
* NAS (Free radius support [PVE counter bn its Acct Packet)
* DPI Support just enabled
* MPLS VPN oVPE
* BNG/BRAS AAA Function
*  Access Network (oxgedd)
* Computers and ADSL CPE

Deployments in fixed
« ~10% of Total Tratfic for fixed is (PVe
*  No Auto Provision to do mass Depw@ ments 0{ Dual Stack

, GO
* Still work to do here 11!
* Before end of March 2024 to veach 100% for fixed sub. (@)

GAPNIC YARNS %CC =
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PacN® GICYi

Aeall Moblle Network
. R@qu’we capex

Fundeod Pm\ject
* [SIF AsLa via APNIC Foundatlon

* R50R USD

Grouno Work
* Team Selectlon - Project Manager
* Layout the Plan
* Sttgoals and timeline
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€«

6/1/2022 9/9/2022 12/18/2022 3/28/2023 7/6/2023 10/14/2023 1/22/2024

Official Project Timeline

Acceptance Test -
Project Completetion -

(@)

GAPNIC YN T
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32 ipve@TCe €

(nternal Audit and =Review

« Network Audit — Different Network Segment
e What d’wange — Phgsica”g and Logica“ﬁ

« Consider Temporarg Changes

 Consider Transition Techno ogy

« Consider Consultant Services

« Purchased ltem (License or Hardware)

(( GO ))
7 ’ ’ . m m
Nawmwe : Malle Halatultuia
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32 mpve@TCe €C

(nternal Audit and =Review
Main Objectives after Review

* Single APN

bual Stack to PE in RED

GTP Tunnel tnside EPC

* ALl infra remain (Pv4 for Now !!

IPv6 UE // P
L E-UTRAN "

(trg1h)

! DNS
M } server server IPv6
eNodeB - { L J network
IPvavé UE .’ — | |

// I Internet  / (J u’:?\
Qatworkr b

. S-GW P-CW |
IPv4 UE _._; UGW9811 e |Pv6 packets °0
IPv4 packets (@)
IN THE PACIFIC

GAPNIC YN T
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32 mpve@TCe €C

what we need to Constoer

NEs involved in implementation of the IPv4v6 Dual Stack Access feature on EPC networks

e v v v v v v v - - v

License requirements

vese | v | aveses | e | s | co | sow | raw | oo | | o5

No need to buy extra hardware but Licenses and its not cheap © ...

(( GO ))
Nawme : Matle Halatultuio
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32 mpve@TCe €C

what we need to Constlder
(ISP Cove
DNS64

= Dualetac Consider in Test Env(Vendor)
7E ’- s NAT44&NAT64 interface
s Stateful NAT64
s DNS64 Specific Prefixes for

Ipvé only
l Dual-stack test APN S

Dual-stack e IPV4
NAT44
PGW _~ - Stateful
m_ ipvd
Dual-stack Internet GO
Dual-stack
- Ipvé only
Core-2
IN THE PACIFIC
’ ) ) GAPNIC YANS CC
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32 mpve@TCe €

lmptemewtatlom - Foy Test Env

IPv4v6 Test APN 1X/48
IPv6Only — Test APN 1 X /48 (464XLAT)
Live APN’s (2 x IPv4v6) 1X /47 ~70ksub

Note : Mobile Core ability to provide whatever UE request IPv4,IPv4v6 or IPv6.

A single /64 per Single PDP Context with two IP address
* Single Stack / Single PDP Context/Bearers
* Dual Stack / Single Context/Bearer with 2 Address

Access type = lu
NSAPI = 5

GO
Activation initiator = Activation initiated by MS
Ti=0
APN NI in use = TESTIPV6

APN Ol in use = MNC001.MCC539.GPRS e AEIRE
Quse = IPvdve

IPv4 address inuse = 10.20.23.169 GAPNC Yas e [
IPv6 address in use = 2400:6400:C000:2:539:101:36:8099
18
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32 wpve@Tce

tmpLemewtatlow - Production

ﬂ D m Service impacts Comments

n Change live APN for Handsets to support dual stack GGSN/PGW none Consider the prefix for UE

B Change live APN for Modems to support dual stack GGSN/PGW none Consider the prefix for Modems
Provision test users on both APNs to test n/a none Tests carried out to verify

After this step, most users will still be on IPv4 as they
Provision all live users to support dual stack HLR/HSS All bearers/PDP Reset are all set to request only IPv4, However there were
group of User their UE already in IPv6 enable mode

Team to advise users to change to IPv6 or IPv4v6 as

Start migration of UE configuration n/a n/a -

UE Vendor
* Later model default to Dual Stack, maybe based on Vendor
* Apple disable IPv6 by Default on all iPhones in our Cellular Network

(( GO )
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32 mpve@TCe €C

Statisties

ot O — . Late August 2023
wnol * ~ 10 % of total sub
« ALl Androtds
B * Later Version plus Maker
i o {Phones not enable

150.0 |
200.0

2022-12-01 2023-02-01 2023~ 2023-08-01 2023-10-01

what's Next for these vendor
*  Awndrolds User need to change APN Protocol Settings

GO
* Apple, work Ls still tn ProgYESS. (((@)))

GAPNC Yas e [

Nawme : Maile Halatuituio
TCC , Network Engineer (Core Network) 20



32 pve@TCC C

Awndrolods How-To

HOW TO ENABLE IPV6 IN ANDROID MOBILE

-
Step 1: Step 2: Step 3: Step 5: ' Step 6:
Go to Setting and tap on Tap on “Mobile getworks” Tap on “Access Point Names” 3 Tap on “APN protocol” . Tap on “IPV4/IPVE"”
“’Connections” o . » ™ .
»

Settings Q < Connections Q

< Edit access point
MNC

< Mobile networks < Access Point Names Add < Edit access point

MNC

Wi-Fi «

Data roaming u-Call

@ Connections ‘

Bluetooth

Authentication type Authentication type

U-Call

Sounds and vibration Network mode SIM 1

NFC and contactless «
payments

APN type
o tccwap
*
Flight mode " APN protocol APN protocol
Access Point Names o
Duspiay ’ Mobile networks _ APN roaming protocol APN roaming protocol
N ors =5

Data usage

APN type

Notifications Network mode SIM 2

s AT TSRO
Wallpaper and style T
SIM card manager APN protocol

Themes Mobile Hotspot and Tethering Bearer ® IPva

Home screen More connection settings Mobile virtual network operator type

() Lockscreen Looking for something else?

Samsung

(@)

GAPNC Yas e [
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32 mpve@TCe €

W hat Lts Look, Ll:l@@ Androids IPv6-only UE

Local Site IPv6 Host

iPhone Wi-Fi to IPv6-only UE IPv6-only UE to IPv4

431AAQB QLA 01 49%a LULUTAI-AIRLINES.TO (10)

¢ Traceroute Start 1 Note :
:}‘i’zqtng " IPva | IPv6 .;'

2400:6400:3001:15:2 67.0ms * Local Airline
S s MATANGITONGA.TO (10) .
Cygn , * Cloudflare Hosting

n

_2400:6400:3001:17:1 557ms 4
2400:6400:3001:15::2 03 ‘
102.82ms 40.47ms 30.98ms . i 2400:6400:3001:15::2 476ms o
HOP 4 0 2406:1500:1:1000:162::1 349 ms '

E 00:6400:3001:17:1 247 4| 4
2400:6400:3001:17::1 [ X 2]

35.563ms 36.34ms 41.05ms

64:ff9b::67f5:a201 269ms 2001:de8:6::13:2579:1 47.5ms

@
&
ot

@

No Longer User Driver

64:ff9b::2d7f:acd? 43.0ms
05 AN -AnQ £ AQIE 20
2001:de8:6::4826:1 103.9 ms
06 i
o 0 ffob::2d7f-ac5d 77.8ms
132579.syd.equinix.com (64:ff9b::2d7f:acd?) 2402:7800:0:1:19 101.4 ms
45.03ms 34.53ms 34.69ms 07 64:ff9b::2bf3:1503 87.4ms . 7 bttt oy -
7 LA

HOP 7 4-460h-7hf3-15a 114.0ms " .

- Y 64:ff9b::2bf3:152a 14.0ms 2402:78 Qrn 106.2 ms
4610.syd.equinix.cor (64:ff c5d) 8 03
82 ms 76.01ms 64.22ms LA

0 64:ff9b::788a:1183 1103 ms
8 2400:ch0026 25 6 me
opP 8 - e B 0 2400.b00:26:3 125.6ms GO
as9790.akl.ix.n7 (64:ff9b::2bf3:1503) 0 64:ff9b:788a:1359 04.5ms ’ L
102.08ms 91.62ms 1§/.89ms
2606:4700:3033::ac43.da62 103.8 ms [

HOP 9 Note . 01 -
as45179.akl.ix.nZ (64:ff9b::2bf3:152a) *
132.31ms 362.74ms 284.65ms ) . .

0

% Local Media Site SR

«» IPv4 only
Nawme : Maile Halatultula +»» WKP for NAT64 for 464xlat (Tethering Device have to
TCC, Network Bnglneer (Core Network) DualStack on WIFI (no CLATD on laptop)) 22
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32 mpve@TCe €

wWhat's about Seaw/ut@ |l

* |Psec Built in but its not default enabled in IPv6 Protocol

wWhich [P protocol Ls wore secure 22
* They are the same
* The pagLoad Ls the same
* Its only the (P Transport Protocol Ls elther 1PV4 or IPVE
* [ts means what ever Secw/utg you have n 1Pv4, mirror Ls to your IPVe.
* End Polnt Secwtt@ don't Care
* V45ve ACL for BR for examples

(©)

GAPNIC YARNS %CC =
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32 wpve@TcCe

Constderation ano Lesson Learneo

* P Address Manager
* Constdering Monltoring Systems to Support
*  Upstream Caches Pual sStack Support
* Meta Now Only
*  We request other's as well.
*  lts buportant to Contact Apple from the Beginning for iPhones Support cos it takes thme
* Apple SMTP Bmail Server .0 1Pv4
*  For Fixed peployment
* Cownslder TROE9
*  Mass (Pve Deployment Enabler
*  Otherwise Door to Door Visit
* Change Older Fixed CPE to Dual Stack
*  Newer CPE have dual Stack enabled by Default

" 2 Options Here ( ))
" Replace CPE with newer ones (
" Or Change current CPE Settlngs A,
" Common Home Visit Gompac Yame e
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Ipve @ TCC

Thank You for Listening

quulries v Ruestilon

Enmall : malle. halatuiltula@tee.to
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