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PROPOSED INSTITUTIONAL CYBERSECURITY MECHANISMS
2023 to 2024
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3’ Server Updates - August 2023 KIRIBATI - Windows Servers Required Install Software Update ?
,-f‘ Server Updates - August 2023 FUJI - All Servers Required Install Software Update 782
3" Server Updates - August 2023 SAMOA - Servers Required Install Software Update 69.2
3“ Server Updates - August 2023 NAURU - Windows Servers Required Install Software Update 818
3‘-‘ Server Updates - August 2023 VANUATU - Servers Required Install Software Update 875
3" Server Updates - August 2023 TONGA - Servers Required Install Software Update 818
3" Server Updates - August 2023 SOLOMONS - Windows Servers Required Install Software Update 100.0
3" Workstation Updates - August 2023 Tuvalu - All Workstations Required Install Software Update 70
3’ Workstation Updates - August 2023 Cook Island - All Workstations Required Install Software Update 133
3’ Workstation Updates - August 2023 Vanuatu - All Workstations Required Install Software Update 524
3" Workstation Updates - August 2023 Tonga - All Workstations Required Install Software Update 50.0
3" Workstation Updates - August 2023 Solomons - All Workstations Required Install Software Update 105
3" Workstation Updates - August 2023 Samoa - All Workstations Required Install Software Update 417
3’ Workstation Updates - August 2023 Nauru - All Workstations Required Install Software Update 204
3" Workstation Updates - August 2023 Kiribati - All Workstations Required Install Software Update 514
F Workstation Updates - August 2023  Fiji - All Workstations Required Install Software Update 375
3" Workstation Updates - August 2023 Niue Island - All Workstations Required Install Software Update 0.0
3’ Workstation Updates - August 2023 RMI - All Workstations Required Install Software Update 67.7
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Large Campuses

Sites

Samoa — Alafua SYSIP 1.1.1.50
Solomons — Honiara SYSIP 1.1.1.55
Tonga SYSIP 1.1.1.75

Vanuatu — Emalus SYSIP 1.1.1.85
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Other Campuses

ISR 4431
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e NauruSYSIP1.1.1.35
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After

C8300-2N2S-6T
SD WAN Router
with In-Built Server
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Sites
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Firewall Enforcement 7 Days Top Signature Hits 7 Days URL Filtering 7 Days
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Business Email Compromise (BEC) are
isticated scams that use social
gineering and intrusion techniques to

570

Last 30 days

6.9K

lcause financial damage to the organization.

Scams are focused on causing financial
harm to individuals using technigues such as
lottery or extortion fraud.

3.4K

Last 30 days

41K

1 year projection

Top Targets I b k d inl W
‘\\
The statistics below indicate the addresses which received the most threat messages over the previous 30 days. We co m e ac I E WI n ¢ &
Recipient BEC Scam Phishing Malicious Totals
My Courses
1 OO sp.ac. f) 2 176 16 0 194
s . 2C
? usp.ac. 0 167 ¢ ! s 2024 2023  Past Courses
3 EESp.ac.f 7 76 20 1 104
4 ) ... 0 8 0 0 98 The University of the South Pacific started on 01-01-2023
MDL Security Awareness 2023
5  CEEEME©usp.ac.f) 10 74 8 2 94
6 O USD.ac.f 5 76 0 0 81
7 S D.acC f) 6 69 5 0 80
8 s p.ac.f) 8 64 6 0 78
9 OO S p.ac.f) 0 7 7 0 78
10 S S D. 2C ] 6 64 3 0 73
£ BEC (10%) J  Scam (59%) vJ  Phishing (25%) @  Malicious (6%)

These messages have been convicted of
fraudulently copying or mimicking legitimate
sarvices in an attempt to acquire sensitive

These messages have been convicted of
containing, serving, or supporting the
delivery or propagation on malicious

information such as user names, passwords, software.
cradit card numbers, and more.
Last 30 days 1 year projection Last 30 days 1 year projection
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Security Onion & Wuzuh

Total Found: 1,328,699

= (O waAzuh. v  Modues a) |
Inventory Events (?) taba.usp.ac.fj (001) X
SEVERITY DETAILS SUMMARY
P | N &  Critical (4) Critical Hiah Medium Low R
Dashboard Events (9) taba.usp.acfj (001) X [ Generate report

[ v Search DQL v Last 24 hours Show dates

manager.name: fiwazuh || agent.id: 001 + Add filter

Total Level 12 or above alerts Authentication failure Authentication success
7 7
Alert groups evolution 4 Alerts 4
® windows 5,000 o3
10,000 @ windows_security o5
@ authentication_succ... 4,000 ® 10
8,000 @ authentication_failed [ X}
@ account_changed 3,000 o6
-g 6,000 @ ossec § o7
2 2
o o
2o ® system_error 2000 ®°
@ windows_system
@ authentication_failur... .
2,000 1.000
@ windows_application
]
0 0
12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00 ® syscheck 12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00
- timestamp per 30 minutes @ agent_flooding timestamp per 30 minutes
/! /! /'
Top 5 alerts [ Top 5 rule groups [ Top 5 PCIDSS Requirements 4
@ Windows User Logoff. ® windows @ 1025
“ @ Windows audit failur... @ windows_security ‘ @ 1061
@ Windows logon suc. @ authentication_succ.. @ 10.2.4
@ Multiple Windows a... @ authentication_failed o N4
@ Logon failure - Unk... @ windows_system @ 15




@USP

THE UNIVERSITY OF THE
SOUTH PACIFIC

 Tender
— Cloud Security.
— NGFW.
 Eco System
— API Integration.
— Single Plane of Glass.
« User Awareness & Direction
— Directed focus and training.

— 2 Factor for All Authentication (IT Services Complete)
— DUO & Microsoft Authenticator

Low Hanging Fruit
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Thank You & Questions

Bridging the Pacific

Email:
marika.qalomai@usp.ac.fj
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