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Outline

• How do we traditionally teach how the Internet works?

• Introducing the mini-Internet:
• Mimic the real one and is virtual
• Turn students into network operators
• Provide tools to ease operations

• The mini-Internet use cases

• Running your own mini-Internet

• Future of the mini-Internet
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How do we traditionally teach how the Internet works?
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Reality

Networking is not just about the technical aspects

• Peering agreements, peering events

• Mailing lists, slack, etc.

APRICOT 2024 Peering Social
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How does this scale?

Hosts

Switches

Routers

x 2? 5? 10?
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Introducing the mini-Internet project

• Developed by ETH Zurich

• Goal:

• Mimic the real Internet but is virtual

• Turn students into network operators

• Provide tools to ease operations

Holterbach T, et al. 2020. An Open Platform to Teach How the Internet Practically Works. 
SIGCOMM Comput. Commun. Rev. 50, 2 (April 2020), 45–52.
https://doi.org/10.1145/3402413.3402420

https://doi.org/10.1145/3402413.3402420
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The mini-Internet
Mimics the real one and is entirely virtual
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Topology - Course

• 55 AS

• 5  regions

• 5 IXPs

• 6 Student AS per region

• 4 TA run AS per region
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Per AS Level Topology

• 2 Data centres

• North DC

• South DC

• 8 Routers

• 1 Measurement host

• Shared DNS host
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DC Level Topology

• 2 Hosts per switch

• FIFA – VLAN 10

• UEFA – VLAN 20

• South DC v6 only
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Mini-Internet - Infrastructure

• Runs on a single machine

• Each component is a docker container

• Use common network tools
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The mini-Internet
Turn students into network operators
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Course Overview

Each group has their own transit AS and one IP prefix

• Goal: 

• Enable ‘mini’ Internet-wide connectivity

• Intra-domain connectivity

• Inter-domain connectivity

• Security
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Course Overview – Intra-domain routing

Enable internal connectivity

• Host configuration

• VLANs

• Gateways, static routes, etc.
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Course Overview – Intra-domain routing

Enable internal connectivity

• Host configuration

• VLANs

• Gateways, static routes, etc.

• OSPF + load balancing

• IPv6 + 6in4 Tunnel

• iBGP
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Course Overview – Inter-domain routing

“Peering day”

• Networking is not just technical

• There is also the social aspect

• Get together to configure BGP sessions

• Routing policies

• Local-preference and export rules

• Follow peering preferences

• e.g., one provider is preferred

• Connecting IXPs with communities
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Course Overview – Routing Security

• Route hijacking

• Issue ROA

• Implement routing policies based on RPKI status

• Reports on why RPKI is important and implementation challenges



23

The mini-Internet
Provide students with tools to ease operations
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Tools for Students

Access

• Students are not expected to have any networking knowledge

• Helper scripts for access and working on their network

• SSH ports based on group number: X = 2000 + group_number
• Group 7 use port 2007
• Access proxy to access rest of groups network

• Helper script to help students that might not be used to SSH:
• ./goto.sh LUGA router
• ./goto.sh DCN S2
• ./goto.sh DCN FIFA_3
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Course Design

Student wiki

• Split into Questions and Tutorial

• Can be self-run
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Course Question



27

Course - Tutorial
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Course - Web
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The Mini-Internet use cases
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Use Cases for the mini-Internet

• Education courses
• APIE
• APNIC, RIPE etc
• University Courses
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Use Cases for the mini-Internet

• Education courses
• APIE
• APNIC, RIPE etc
• University Courses

• Workshops
• NOG meetings
• Hackathons

• Bootcamps
• IIJ
• RPKI
• etc
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The end goal: A mini-Internet for all
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Content

The end goal: A mini-Internet for all



35

Content Platform

The end goal: A mini-Internet for all



36

The end goal: A mini-Internet for all

Content
• More content
• IPv6 transition
• RPKI deployment
• Network management
• Setting up an IXP
• Etc.

• Increasing accessibility
• Applicable to local community
• Translation

Platform
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Content
• More content
• IPv6 transition
• RPKI deployment
• Network management
• Setting up an IXP
• Etc.

• Increasing accessibility
• Applicable to local community
• Translation

Platform
• More topologies
• More specialized nodes
• They are all docker nodes
• Kubernetes?

• Containerlab
• Physical hardware
• Etc.

The end goal: A mini-Internet for all
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Train Trainers That Train Trainers to Train…

Universities Training Programs Bootcamps Hackathons
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Running your own Mini-Internet
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Run your own

• Clone the repo 
https://github.com/nsg-ethz/mini_internet_project

• Follow the wiki
https://github.com/nsg-ethz/mini_internet_project/wiki
• Has an example topology to play with

https://github.com/nsg-ethz/mini_internet_project
https://github.com/nsg-ethz/mini_internet_project/wiki
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• Has an example topology to play with
• Or define your own
• Make sure to follow the prerequisites
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Run your own

• Clone the repo 
https://github.com/nsg-ethz/mini_internet_project

• Follow the wiki
https://github.com/nsg-ethz/mini_internet_project/wiki
• Has an example topology to play with
• Or define your own
• Make sure to follow the prerequisites

• Sample course to follow:
https://pacnog33.iijlab.net/

https://github.com/nsg-ethz/mini_internet_project
https://github.com/nsg-ethz/mini_internet_project/wiki
https://pacnog33.iijlab.net/
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Here is one we we prepared earlier...
Interactive demo
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Topology

• Tier 1 + Stub as
• Preconfigured/unmanaged

• AS 7
• Configured on a DC level

• AS 5
• Configured up to iBGP stage

• AS 8 + 6
• Fully configured

• AS 3 – Demo (me)
• Unconfigured

• Y3, Y4, Y5, Y6, Y7, Y8
• Replace Y with region #

• 2~3 per AS
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Access

• https://pacnog33.iijlab.net
• Tutorial/Instructions
• Monitor
• SSH

• Select your AS
• User: root
• Pass: pacnog-ASX
• Replace X with AS #

• Use the helper script e.g.:
• Router - ./goto.sh LUGA router
• Switch - ./goto.sh DCN S2
• Host - ./goto.sh DCN FIFA_1

https://pacnog33.iijlab.net/
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Step 1: DC connectivity

• Configure layer-2 network 
• X.200.0.0/23

• Ensure VLAN separation between FIFA and UEFA hosts

• Note:
• Switches are OvS switches
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Step 2: OSPF and iBGP

• Configure router IP addresses

• Configure iBGP
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Step 3: Routing

• Configure eBGP sessions

• Connect to an IXP
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The future of the Mini-Internet
And my work interest
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Mini-Internet beyond Teaching

• Mimics the “real” Internet

• Safe environment for experimentation

• Ideal for:
• Testing
• Hackathons
• Exploration
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Enhancing the mini-Internet

• Split into smaller modules

• More specialised
• Courses
• Experiments and testing

• Current design is very monolithic
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Network Testing Framework

Simplify:

• Setting up and configuring test bed

• Digital twinning
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Network Testing Framework

Simplify:

• Setting up and configuring test bed

• Digital twinning

• Network testing

• Test validation
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Use cases

• Teaching
• Reusable testbeds
• Marking

• Research
• Reproducibility
• Build Datasets

• Industry
• Test products
• CI/CD
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Summary

• The mini-Internet:
• Mimics the real one and is virtual
• Turns students into network operators
• Provides tools to ease operations

• The mini-Internet use cases
• Workshops, Courses, bootcamps

• How to run your own mini-Internet

• Network Testing Framework
• Simplify configuring, testing and verification
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Questions?

e-mail: christoff@iij.ad.jp

mailto:christoff@iij.ad.jp
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